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**** Start of Change ****
[bookmark: _Toc10096977]5.1	General
The NWDAF (Network Data Analytics Function) provides analytics to 5GC NFs, and OAM as defined in clause 7.
Analytics information are either statistical information of the past events, or predictive information.
Different NWDAF instances may be present in the 5GC, with possible specializations per categories of analytics. The capabilities of a NWDAF instance are described in the NWDAF profile stored in the NRF.
In order to support NFs that are consumers of analytics with the discovery of a NWDAF instance that is able to provide some specific type of analytics, each NWDAF instance should provide the list of Analytics ID(s) that it supports and NWDAF Serving Area information (i.e., list of TAIs related to analytics generated by a NWDAF) when registering to the NRF, in addition to other NRF registration elements of the NF profile. Other NFs requiring the discovery of an NWDAF instance that provides support for some specific type of analytics may query the NRF and include the Analytics ID(s) that identifies the desired type of analytics for that purpose and the NWDAF Serving Area Information supported by NWDAF.
The consumers i.e. 5GC NFs and OAM decide how to use the data analytics provided by NWDAF. 
The interactions between 5GC NF(s) and the NWDAF take place within a PLMN.
The NWDAF has no knowledge about NF application logic. The NWDAF may use subscription data but only for statistical purpose.
**** Next Change ****
[bookmark: _Toc10096991]6.2.2.1	General
The Data Collection from NFs/AFs is used by NWDAF to subscribe/unsubscribe at any NF or AF to be notified for data on a set of events.
The Data Collection from NFs/AFs is based on the services of AMF, SMF, UDM, PCF, NRF and AF (possibly via NEF):
-	Event Exposure Service offered by each NF or AF as defined in TS 23.502 [3] clause 4.15 and clause 5.2.
-	other NF services (e.g. Nnrf_NFDiscovery and Nnrf_NFManagement in NRF as defined in TS 23.502 [3] clause 4.17)
This data collection service is used directly in order to retrieve behaviour data for individual UEs or groups of UEs (e.g. UE reachability), and also to retrieve global UE information (e.g. Number of UEs present in a geographical area).
Table 6.2.2.1-1: Services consumed by NWDAF for data collection
	Service producer
	Service
	Reference in TS 23.502 [3]

	AMF
	Namf_EventExposure
	5.2.2.3

	SMF
	Nsmf_EventExposure
	5.2.8.3

	PCF
	Npcf_EventExposure
	5.2.5.7

	UDM
	Nudm_EventExposure
	5.2.3.5

	NEF
	Nnef_EventExposure
	5.2.6.2

	AF
	Naf_EventExposure
	5.2.19.2

	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	
	Nnrf_NFManagement
	5.2.7.2



Editor's note:	The exact reference in TS 23.502 [3] for Naf_EventExposure service would need to be updated when new version for TS 23.502 [3] is made available.
NOTE:	How NWDAF collects data from UPF is not defined in this Release of the specification.
To retrieve data related to a specific UE, the NWDAF shall first determine which NF instances are serving this UE as stated in table 6.2.2.1-2 unless the NWDAF has already obtained this information due to recent operations related to this UE.
Table 6.2.2.1-2: NF Services consumed by NWDAF to determine which NF instances are serving a UE
	NF instance (serving the UE) to determine
	NF to be contacted by NWDAF
	Service
	Reference in TS 23.502 [3]

	UDM
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	AMF
	UDM
	Nudm_UECM
	5.2.3.2

	SMF
	UDM
	Nudm_UECM
	5.2.3.2

	BSF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	PCF
	BSF
	Nbsf_Management
	5.2.13.2

	NEF
	FFS
	
	

	AF
	FFS
	
	



Editor's note:	The question of determining which NEF and AF instances are serving a UE is left for further study.
The UDM instance should be determined using NRF thanks to optional request parameters as stated in clause 4.17.4 of TS 23.502 [3].
Editor's note:	The parameter(s) to include in the request to the NRF to determine the UDM holding the UE subscription are FFS.
The AMF, SMF instances should be determined using a request to UDM providing the SUPI. To determine the SMF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple SMFs (e.g. one per PDU session).
The BSF instance should be discovered using NRF thanks to optional request parameters (e.g. DNN list, IP domain list, IPv4 address range) as stated in clause 4.17.4 of TS 23.502 [3].
Editor's note:	The question of providing or provisioning these parameters to the NWDAF is left for further study.
The PCF instance serving UE PDU Session(s) should be determined using a request to BSF request providing the SUPI. To determine the PCF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple PCFs (e.g. one per PDU session).
Editor's note:	Whether there is a need to determine the PCF that serves the AMF or provides policies to the UE, and how to do it, is FFS.
Editor's note:	The question of providing or provisioning these parameters to the NWDAF is left for further study.
Editor's note:	The question of discovery of groups of UEs is left for further study.
**** Next Change ****
[bookmark: _Toc10097006]6.4.2	Input Data
The service data from the AF and the network data from 5GC NFs for observed service experience are defined in Table 6.4.2-1 and Table 6.4.2-2 here below.
Table 6.4.2-1: Service Data from AF related to the observed service experience
	Information
	Source
	Description

	Application ID
	AF
	To identify the service and support analytics per type of service (the desired level of service)

	Locations of Application
	AF/NEF
	Locations of application represented by a list of DNAI(s). The NEF may map the AF-Service-Identifier information to a list of DNAI(s) when the DNAI(s) being used by the application are statically defined.

	Service Experience
	AF
	Refers to the QoE as established in the SLA and during on boarding. It can be either e.g. MOS or video MOS as specified in ITU-T P.1203.3 [11] or a customized MOS

	Timestamp
	AF
	A time stamp associated to the observed level of Service Experience provided by the AF, mandatory if the observed Service Experience is provided by the ASP.



NWDAF subscribes the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].
Table 6.4.2-2: QoS flow level Network Data from 5GC NF related to the QoS profile assigned for a particular service (identified by an Application Id or IP filter information)
	Information
	Source
	Description

	Timestamp
	5GC NF
	A time stamp associated with the collected information.

	Location Info
	AMF
	The UE location information when the service is delivered.

	DNN
	SMF
	To identify the DNN for the PDU Session which contains the QoS flow

	S-NSSAI
	SMF
	To identify the S-NSSAI for the PDU Session which contains the QoS flow

	Application ID
	PCF/SMF
	Provided by the AF, which is used by NWDAF to identify the application service provider and application for the QoS flow

	IP filter information
	PCF/SMF/UPF
	Provided by the AF, which is used by NWDAF to identify the service data flow for policy control and/or differentiated charging for the QoS flow

	QFI
	AMF/PCF/SMF
	QoS Flow Identifier

	QoS flow Bit Rate
	UPF
	The observed bit rate for UL direction; and
The observed bit rate for DL direction

	QoS flow Packet Delay
	UPF
	The observed Packet delay for UL direction; and
The observed Packet delay for the DL direction

	Packet transmission
	UPF
	The observed number of packet transmission

	
Packet retransmission

	UPF
	The observed number of packet retransmission



Table 6.4.2-3: UE level Network Data from OAM related to the QoS profile
	Information
	Source
	Description

	Reference Signal Received Power
	OAM
	The per UE measurement of the received power level in a network cell, including SS-RSRP, CSI-RSRP as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRP as specified in clause 5.5.5 of TS 36.331 [15]

	Reference Signal Received Quality
	OAM
	The per UE measurement of the received quality in a network cell, including SS-RSRQ, CSI-RSRQ as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRQ as specified in clause 5.5.5 of TS 36.331 [15]

	Signal-to-noise and interference ratio
	OAM
	The per UE measurement of the received signal to noise and interference ratio in a network cell, including SS-SINR, CSI-SINR, E-UTRA RS-SINR, as specified in clause 5.1 of TS 38.215 [12]



NWDAF subscribes the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.
The time stamp are provided by both the AF and each NF to allow correlation of QoS and traffic KPIs for training. The clock reference is able to know the accuracy of the time and correlate the time series of the data retrieved from AF and each NF.
**** Next Change ****

[bookmark: _Toc10097019]6.6.4	Procedures

[bookmark: _MON_1620919000]
Figure 6.6.4-1: Procedure for subscription to network performance analytics
1.	The NF sends Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID="Network Performance", Analytics Filter="Area of interest" or "Area of interest" and "Internal Group Identifier", Observation Period(s)) to the NWDAF.
2a-2d.	The NWDAF discovers from NRF the AMF(s) belonging to the AMF Region(s) that include(s) the Area of Interest and subscribes to NF load information from NRF about these AMF(s).
3a-3b.	The NWDAF subscribes to OAM services to get the load information on the Area of Interest, following the procedure captured in Clause 6.2.3.2.
Editor's note:	The exact SA WG5 service, granularity (NF, eNB) and measurement or KPI that are used for load.
4a-4b.	The NWDAF collects the number of UEs located in the Area of Interest from AMF using Namf_EventExposure_Subscribe service, including the Target Event Reporting provided as an input parameter (i.e. any UE or Internal Group Identifier).
Editor's note:	An Event ID such as "Number of UEs present in a geographical area" needs to be added to TS 23.502 [3] clause 5.2.2.3.1, as currently this Event ID is only specified for NEF.
5.	The NWDAF derives the requested analytics.
6.	The NWDAF sends Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion).
7-8. A change of network performance information, i.e. change in the load in the area of interest at the observed period, is detected by OAM, or a change in the NF load information is reported by NRF, and is notified to NWDAF.
9.	The NWDAF derives new analytics based on the most recent data collected.
10.	The NWDAF provides a notification using Nnwdaf_AnalyticsSubscription_Notify (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion.
**** Next Change ****
[bookmark: _Toc10097025]6.7.2.3	Output Analytics
The NWDAF supporting data analytics on UE mobility shall be able to provide UE mobility analytics to consumer NFs or AFs. The analytics results provided by the NWDAF could be UE mobility statistics, UE mobility predictions:
-	UE mobility statistics is defined in the Table 6.7.2.3-1.
Table 6.7.2.3-1: UE mobility statistics
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, TAC, or SUPI.

	Time slot entry (1..max)
	List of time slots during the Observation period

	  > Time slot start
	Time slot start within the Observation period

	  > Duration
	Duration of the time slot (average and variance)

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells which the UE stays

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)



-	UE mobility predictions is defined in the Table 6.7.2.3-2.
Table 6.7.2.3-2: UE mobility predictions
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, TAC, or SUPI.

	Time slot entry (1..max)
	List of predicted time slots

	  >Time slot start
	Time slot start time within the Observation period

	  > Duration
	Duration of the time slot 

	  > UE location (1..max)
	Predicted location prediction during the Observation period

	      >> UE location
	TA or cells where the UE or UE group may move into

	      >> Confidence
	Confidence of this prediction

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)



The results for UE groups address the group globally. The ratio is the proportion of UEs in the group at a given location at a given time.
The number of time slots and UE locations is limited by the maximum number of results provided as input parameter. 
The time slots shall be provided by order of time, possibly overlapping. The locations shall be provided by decreasing value of ratio for a given time slot. The sum of all ratios on a given time slot must be equal or less than 100%. Depending on the list size limitation, the least probable locations on a given observation period may not be provided.
**** Next Change ****
[bookmark: _Toc10097030]6.7.3.3	Output Analytics
The NWDAF supporting UE Communication Analytics provides the analytics results to consumer NFs. The analytics results provided by the NWDAF includes the UE communication statistics or predictions.
UE communication statistics are defined in the Table 6.7.3.3-1.
Table 6.7.3.3-1: UE Communication Statistics
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, TAC or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.
Example: every hour

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication (average and variance).
Example: Time: 13:00-20:00, Day: Monday

	  > Start time
	Start time observed (average and variance)

	  > Duration time
	Duration interval time of communication (average and variance).

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).



UE communication predictions are defined in the Table 6.7.3.3-2.

Table 6.7.3.3-2: UE Communication Predictions
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7 TAC, or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.
Example: every hour.

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication.
Example: Time: 13:00-20:00, Day: Monday.

	  > Start time
	Start time predicted (average and variance).

	  > Communication duration time
	Duration interval time of communication.

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Confidence
	Confidence of the prediction.

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).



The results for UE groups address the group globally. The ratio is the proportion of UEs in the group for a given communication at a given time and duration.
The number of UE communication entries (1..max) is limited by the maximum number of results provided as input parameter. The communications shall be provided by order of time, possibly overlapping.
Depending on the list size limitation, the least probable communications on a given observation period may not be provided.
The analytics subset Periodic communication information shall be provided only if the parameter Periodicity Detection was requested.
**** Next Change ****
[bookmark: _Toc10097031]6.7.3.4	Procedures
The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.


[bookmark: _MON_1620919062]
Figure 6.7.3.4-1: Procedure for UE communication analytics
1.	5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Analytics Filter=SUPI).
	5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The analytics target indicated by Analytics Filter is set to SUPI or a list of SUPI. 
2a-b.	NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID).
	In order to provide the requested analytics, the NWDAF may subscribe per application communication information from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI.
	This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.
2c-d.	NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI).
	In order to provide the requested analytics, the NWDAF subscribes to UE session information from SMFs. 
3.	The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.
4.	NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Request Rresponse or Nnwdaf_AnalyticsSubscription_Notify.
	The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Request Rresponse or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.
5-6.	If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.
**** Next Change ****
[bookmark: _Toc10097040]6.7.5.2	Input Data
The Exceptions information from AF is as specified in Table 6.7.5.2-1.
On request of the service consumer, the NWDAF shall collect and analyse UE behavioural information and/or expected UE behavioural parameters from the 5GC NFs (SMF, AMF, AF).
The UE behavioural information collected from 5GC NFs is as specified in clauses 6.7.2.2 and 6.7.3.2.
The expected UE behavioural parameters provided to the NWDAF are defined in clause 4.15.6.3, TS 23.502 [3].
Table 6.7.5.2-1: Exceptions information from AF 
	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.7.5.3-2) of the data flow.

	  >Exception Level
	Measured level, compared to the threshold

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE:	The Exceptions information and the UE behavioural information as defined in clauses 6.7.2.2 and 6.7.3.2 could help NWDAF to train an Abnormal classifier, which could be used to classify the UE behaviour data from Step 2~3 as defined in clause 6.7.5.4 into Normal behaviour or Exception.



**** End of Change ****
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